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Objectives of the session

* Address data value creation from different perspectives
* [dentify needs from domains and sectors
* Explore current and future technical enablers for data value

* [dentify gaps and discuss about how they can be covered
(data spaces, i-Spaces, ...)

* Agree on some conclusions and recommendations
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Agenda

Daniel Alonso Introduction and set-up the scene
Rizkallah Touma Leveraging Data Spaces for Distributed Al Applications
Daniel Arosa Public Procurement Data Space tools for value generation

Francesco Mureddu Value generation in CEDAR project

Andrea Palumbo Legal barriers and enablers to connect Trustworthy Al with data spaces
Sylivia llieva View from Bulgarian ecosystem. Examples of applications using Al algorithms
Tanguy Coenen Data, ML algorithms and use cases

Daniel Saez Experimentation for value creation. Data monetization

Harri Ketamo Data value creation from entrepreneurs’ point of view
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Leveraging Data Spaces for
Distributed Al Applications

Rizkallah Touma, Ph.D.
Distributed Data Architectures Research Lead

i2CAT Foundation




Why Distributed Al?

« Traditional Al consists of centralized model Il The emergence of new technologies and use
training processes executed on centralized cases is increasingly highlighting the
data repositories shortcomings of this model training approach

* Even when data from multiple providers is
needed, this data is integrated into a single
repository prior to model training

— =3
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Industry 4.0: collecting large amounts of
private loT data to be analyzed through Al

Connected mobility: Al applications across
the dynamic edge-cloud continuum

Health: Al for cross-provider clinical trials
using highly-sensitive patient data

Personal Al assistants: requiring access to
personal on-device user data



Distributed Al - Definition & characteristics

» Distributed Al enables collaborative learning There are plenty of benefits to Distributed Al
by distributing the model training process when compared to traditional approaches

across multiple processing nodes
v More secure & private. Raw training data is

* This allows training models on distributed not shared across sources / providers

training data without the need to share
datasets in centralized repositories v More accurate models. Accommodates greater

input diversity and complexity

— D -------- of ) v" More scalable to larger datasets. Distributes
tasks among multiple processing nodes
— D ........ N v’ Faster training times and quicker model
iteration and testing
v More robust with enhanced fault tolerance &
e d > e : : :
D - g resource utilization. No single point of failure
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Distributed Al & Data Spaces

_____ Data Spaces can be leveraged as an access
. Existing .| Missing and execution layer for Distributed Al
components » components . .
applications

v" They promote trust among participants,
Ak . incentivizing them to share valuable

Data | datasets for distributed Al applications
Space ! :

' Connectors g | v" They offer secure and sovereign data

@ Ty y T access mechanisms to access distributed

| D @@i 5% | training data

o % ' % | O v They offer identity certification and

i --D- > 78 — 0 = validation mechanisms to validate

— g% 8 service participants’ identities

5 = | | Provider .

| _;g = v" They contemplate service catalogues
'@ D i = and marketplaces where providers can

publish their distributed Al services
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Distributed Al & Data Spaces - Gaps
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But there are some gaps that need to be
addressed before this is possible...

x Secure execution environments and
service orchestration frameworks where
the distributed model training process
can be executed and orchestrated

x Custom connector implementations for
specific environments or types of data
sources, such as edge-devices or real-
time streaming data

x Standardized service certification
processes to ensure trust in the
distributed Al applications by the
participants



(anonymization, aggregation, etc.)
Q‘ﬂﬁmns

NOMMON

v Data Spaces for mobility digital twins
v" Device-to-cloud mobility data spaces
complementary to V2X / CCAM

Data Collection
Services

Information &

Decisions

Digital twin

m
More efficient mobility models X
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How we are contributing from i2CAT
v' Data Space components & solutions
v" Added-value data services

v" MARL, Swarm Learning
v Collaborative communication
.......... protocols for distributed Al agents
R s
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Edge-based Data Space deployments
- Data Spaces for Industrial loT
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Thank you!

Rizkallah Touma, Ph.D.

Distributed Data Architectures Research Lead
i2CAT Foundation

rizkallah.touma@i2cat.net
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The challenge @ nTTDaTa

Public procurement data in Europe is produced by all public authorities with the capacity to perform purchases,
aggregated at regional and national level, and partially shared with the rest of the EU countries via the Tenders Electronic
Daily (TED) platform.

250.000
Public procurement data bears several defies: Eu“yb;'r‘;
« Divergence in data standards used by the different EUR
public administrations -
2 Trillion or
« Vast amount of data producers and consumers 13 6% of f:]bovg y
resnolds
« Lack of a consolidated repository for all public GDP (TED)
procurement data at EU level beyond the mandatory
requirement -
Thresholds
(MS)
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The solution @ nTTDaTa

Creating a data space that consolidates the data from every public procurement data source in Europe by providing
interoperability of the data through common semantics of the data (ePO Ontology). Additionally, PPDS provides data
analytical capabilities to facilitate evidence-based decision making for buyers, economic operators and policy makers.

Other The PPDS can
data exchange data with
SleciecEl / other data spaces (e.g.,
green deal) to mutually
Data is transformed enrich their information

to ePO to have a Data Analytics Tools
unigue data language
or all PPDS users

The PPDS data consumers
(Policy makers, buyers,
economic operators,
researchers, etc.) access
the data consumption tools
depending on their specific
needs, interests and
permissions

PPDS
Knowledge Data Quality Tools
Graphs

Data Consumption
tools

L

Data is shared by or
consumed from the
MS or the Publication

Office Other non-procurement data
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Harnessing the Power of Procurement Data @ nTTDaTa

Integrated data combined with the use of state-of the-art and emerging analytics technologies will not only
transform public procurement, but also give new and valuable insights to public buyers, policymakers,
businesses and interested citizens alike.

Targeting public funds
towards policy priorities

Increasing transparency
and integrity

Helping recovery from the
pandemic

The PPDS will help e.g. to
monitor the RRF

Ensuring wider uptake of
sustainable and social
procurement

The PPDS helps to indicate
possible collusion

Easy access for Value for money for public Generating key insights
companies, SMEs, to buyers & less red tape for policy-making
tenders across the EU

The PPDS will become a
strategic asset for policies

The PPDS will support
provide support for SMEs

Easier reporting and support V2
benchmarking =
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The impact ®) NTTDaTa

The project success will be marked by the implementation and escalation of the PPDS. The long-term objective is that
the PPDS becomes the 'de facto' data access point for all procurement data in the EU. Achieving an optimal
development of PPDS will depend to a large extent on the participation and collaboration of stakeholders.

Policy makers Public buyers
Use of the PPDS to analyse the Acquire the most comprehensive
functioning of the public procurement Policy makers knowledge base of procurementall
market and produce evidence-based around Europe (and beyond)
policy-making in the area of procurement .

/ Public buyers
Companies Companies Service providers
Have an easy-to-use portal that gives / Use of the PPDS to create value based
them access to a much greater number of on the public procurement data
procurement information with better data \ J
quality Service providers

NGO/Academia/
Journalists
\
NGO/Academial/Journalists -~ Citizens

Use the PPDS data for research and ce-
. L Citizens . .
investigation purposes Benefit from increased transparency on

public spending from public
administrations
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NTT DATA Data Spaces Landscape

Public Procurement Data Space

European Mobility Data Space

CYCLOPS (Data Space data pipeline technologies and use cases)
TESSERA (European Public Safety Data Space CSA)

European Tourism Data Space (DeployTour)

Once Only Technical System (OOTS)

CERBERUS — Green Deal data project within ESA Copernicus
earth observation data space

SIMPL - One of the two consortia involved in the simpl framework
agreement

O nNTTDaTa

Data Space Builder — NTT DATA Data Spaces
acceleration platform

Interoperability & Semantics
Data Exchange & Connectors

Trust Framework & Wallet

! =  Data Space 2 4 :
e . pace @ | 4.
-
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Common European Data Spaces
and Robust Al for Transparent
Public Governance

Francesco Mureddu, senior director
The Lisbon Council
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Number Partner Full Name Country

Data processor / Building block developer
1(Coord.)  ETHNIKO KENTRO EREVNAS KAl TECHNOLOGIKIS ANAPTYXIS (CERTH) Greece
COMMISSARIAT A L ENERGIE ATOMIQUE ET AUX ENERGIES ALTERNATIVES
2 (CEA) France
3 CENTAI INSTITUTE SPA (CNT) Italy
FUNDACION CENTRO DE TECNOLOGIAS DE INTERACCION VISUAL Y
4 COMUNICACIONES VICOMTECH (VICOM) Spain
5 TREBE LANGUAGE TECHNOLOGIES S.L. (TRE) Spain
BRANDENBURGISCHES INSTITUT FUR GESELLSCHAFT UND SICHERHEIT
6 GGMBH (BIGS) Germany
7 CHRISTIAN-ALBRECHTS-UNIVERSITAET ZU KIEL (CAU) Germany
8 INSIEL - INFORMATICA PER IL SISTEMA DEGLI ENTI LOCALI S.P.A. (INS) Italy
9 SNEP D.0.0. (SNEP) Slovenia
10 LIMITED LIABILITY COMPANY U-CONTROL (YC) Ukraine
. . . 11 ARTELLENCE UKRAINE LLC (ART) Ukraine
° The consortium InVOIVeS 3] pa rtners Wlth 12 INSTITUT ZA KORPORATIVNE VARNOSTNE STUDIJE LIUBLIANA (ICS) Slovenia
. o o . Data space architect / CEDS integrator
|nterd|SC|p||nG ry knOWIedge from IIO EU 13 ENGINEERING - INGEGNERIA INFORMATICA SPA (ENG) Italy
14 UNIVERSIDAD POLITECNICA DE MADRID (UPM) Spain
Member States (BE, CY, DE, EL, FR, IT, LU, NL, SI) 15 UBTECH LMITED (UB)
. g . 16 NETCOMPANY-INTRASOFT SA (NCI) Luxembourg
and 1EU Associated Country (UA), which will Dataproducer  Data Consumer
. . . . 17 REGIONE AUTONOMA FRIULI-VENEZIA GIULIA (FVG) Italy
facilitate strong international collaboration. 18 ANCE FRIULI VENEZIA GILLIA [ANCE) faly
19 MINISTRSTVO ZA NOTRANJE ZADEVE (MNZ) Slovenia
20 Ministrstvo za zdravje (MZ) Slovenia
21 MINISTRSTVO ZA DIGITALNO PREOBRAZBO (MDP) Slovenia
22 SPLOSNA BOLNISNICA CELJE (SBC) Slovenia
STATE AGENCY FOR RESTORATION AND DEVELOPMENT OF INFRASTRUCTURE
23 OF UKRAINE (ARU) Ukraine
24 TRANSPARENCY INTERNATIONAL DEUTSCHLAND EV (TI-D) Germany
Data space policy manager / Impact facilitators
25 KATHOLIEKE UNIVERSITEIT LEUVEN (KUL) Belgium
26 ARTHUR'S LEGAL BV (ALBV) Netherlands
27 DIADIKASIA BUSINESS CONSULTING SYMVOULOI EPICHEIRISEON AE (DBC)  Greece
28 THE LISBON COUNCIL FOR ECONOMIC COMPETITIVENESS ASBL (LC) Belgium
29 SK SECURITY LLC (SKS) Ukraine
FUND FOR RESEARCH OF WAR, CONFLICTS, SUPPORT OF SOCIETY AND
30 SECURITY DEVELOPMENT SAFE UKRAINE 2030 (SU) Ukraine
AGENZIA REGIONALE PER LA PROTEZIONE
31 (Assos.P.) DELL'AMBIENTE DEL FRIULI VENEZIA GIULIA Italy
EDAR CEDAR project has received funding by the European Union’s
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CEDAR Mission

- (1) 10+ high-quality, high-value datasets: Identify, « (5) Validation: Validate the new datasets and
collect, fuse, harmonise, protect complex public and technologies (TRL5) in the context of fighting
private data sources to generate and share high-quality, corruption, thus aligning with the EU strategic
high-value datasets relevant for more transparent and priorities (digitalisation, economy,
accountable public governance in Europe. (1) geospatial; democracy).

2) earth observation and environment; 3) meteorological; - (&) Promotion: Actively promote results across

4) statistics; 5) companies and company ownership; and Europe to ensure their adoption and longevity,

6) mobility.) and to generate positive, direct, tangible, and
 (2) Enrich 6+ CEDS: Develop interoperable and secure immediate impacts.

connectors and APIs to utilise and enrich 6+ Common
European Data Spaces (CEDS).

- (3) Efficient data technologies: Design and develop
innovative and scalable methodologies, algorithms, and
SW tools for effective big data management and Machine
Learning (ML) operations (DataOps, MLOps).

 (4) Robust big data analytics & ML: Develop robust
algorithms to facilitate human-centric and evidence-
lbased decision-making in public administration

DATAWEEK* P ooy [roueoer
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Pilot Studies

CEDAR focuses its validation activities on three specific use The three pilots will

cases in three different European countries: (1) be run on vast volumes of complex data provided by
the end users and gathered through various open

« Monitoring national RRP funds in Italy: Equip public data platforms,

administration and other relevant public and private (2) involve several (6) CEDS and related ecosystems,

stakeholders with data and tools for the monitoring and (3) include all data life cycle phases from collection,

prevention of the infiltration of organised crime (mafia) in the preparation, analysis, visualisation, and sharing, and

management of national Recovery and Resilience Plan (RRP) (4) generate a variety of positive impacts on the

funds in Italy. European economy, society, and the environment.

- Transparent management of Slovenian public healthcare
funds: Help stakeholders in the Slovenian healthcare sector to
address the issue of fraud and corruption in low-value tenders
with modern data-driven technologies and thereby enhance
transparency and accountability in public governance.

Integration with Data modalities,
existing CEDS types, and contexts

« Transparent management of foreign aid for rebuilding
Ukraine: Help the Ukrainian government and foreign donors
(EU) to make better use of data, modern technologies, and CEDAR pilot
secure practices for a transparent management of public funds IT (mafia)

and foreign aid aimed at infrastructure restoration and S| (healthcare)

rebuilding projects. UA (reconstruction)

EEEDAR Ml CEDAR project has received funding by the European Union's
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Dataspaces in CEDAR EU Project

e Dataspaces Implementation & Integration with
CEDS



Dataspaces in the CEDAR EU Project

 CEDAR will implement a dataspace for cross-border data exchange between pilots in Italy,

Slovenia and Ukraine.

*This established dataspace will have to be integrated with at least 6 Common European Data

Spaces (CEDS) (e.g.: Health, industry, finance, mobility, green deal, public administration)

» Research has been conducted for the selection of a dataspace connector that best suits the

needs and the scope of CEDAR.

* The Eclipse Dataspace Components (EDC) Connector has been selected for the implementation

of the CEDAR dataspace - the connector is the tech component used to publish our databases in

existing data spaces and to find datasets advertised in other dataspaces. The connector is not

pushing data, just exchanges the information about the data

O Highly adaptable framework suitable for on-premises, various cloud vendors, hybrid, and individual
user setups.

U Used in several data space projects, including Catena-X, Eona-X, Mobility Data Space-MDS, and
Omega-X.

 High maturity, open-source community.

EEEDAR Ml CEDAR project has received funding by the European Union's
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Thanks for your @ Visit: CEDAR PROJECT EU
attention! B4 Stayupdated: subscribe to

our hewsletter

Follow us on
Twitter - @cedar_eu
LinkedIn - @CEDAR EU



https://cedar-heu-project.eu/
https://lnkd.in/e2NQk7WG
https://lnkd.in/e2NQk7WG

o evven [ une

CENTRE FOR IT & IP LAW

KU Leuven
Centre for IT & IP Law
(CITIP) — Imec

www.law.kuleuven.be/citip



DATA SPACES AS ENABLERS
FOR AIA COMPLIANCE

General considerations and insights from
UPCAST

Andrea Palumbo (CiTiP — KUL)
5 June 2024
Data Week 2024, Leuven
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VALUE AS ALIGNMENT WITH LEGAL REQUIREMENTS

Datasets to be used for Al training can
present different types of value

>

Data quality assumes a specific meaning under the
AlA

Datasets acquire value if Datasets acquire value if they
shared and collected with present specific intrinsic
certain safeguards/means characteristics
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ALIGNMENT OF AIA REQUIREMENTS AND DATA SPACES

BUILDING BLOCKS

Data spaces - technical and governance
building blocks:

» Data interoperability (incl. data provenance
and traceability)

» Trust

» Data sovereignty (access and usage policies)
» Enablers of data value creation

» Participation management

» Organisational form and governance authority

1111

Al Act - data quality and data governance
requirements

» Standardization deliverable on governance and
guality of datasets used to build Al systems

» Data governance and management requirements
on data collection, origin and original purpose of
data

» Quality of datasets, e.g. biases, format,
representativeness

» Suitability of data to the context where the Al
system is to be used

KU LEUVEN | [GiliP
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AlA obligations on quality of data for the training of
Al models

Article 10 AIA: providers of high-risk Al systems must respect, among
others, a series of requirements on data quality;

Requirements apply:

 When Al models trained with data are used for the Al system; and
* In relation to training, validation and testing datasets.

Standardization request of the EC to CEN and CENELEC for standards on
requirements for high-risk Al systems, including:

« Standardization deliverable(s) on governance and quality of datasets used to
build Al systems

KU LEUVEN | [GiliP
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Data interoperability

Technical and semantic
interoperability

et

Facilitation of data
collection and

Comprehensive and Well-functioning data “
availability

suitable datasets ecosystems

\ 4

Compliance with AIA requirements, e.g. requirements in letters (b), (c)
and (e) of Article 10(2).
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Tracking of data sharing and data provenance

Bias Data Data
identification tracking and collection
provenance and checks

Data
suitability

KU LEUVEN | [GiliP
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Tracking of data sharing and data provenance

* Improving data observability in a data space, or across different data
spaces, facilitates data governance;

« Tracking of data sharing and data provenance is instrumental to comply
with AlA requirements on data quality, and most importantly:

~or proper design choices (Article 10(2)(a));
~or data collection processes, checks on origin of data and original

purpose of personal data collection (Article 10(2)(b));

—or an assessment of the availability, quantity and suitability of the

datasets needed (Article 10(2)(e));
Identification and mitigation of biases (Article 10(2)(f),(9)).

KU LEUVEN | [GiliP
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Access and usage policies enforcement

« Access and usage policies enable data sovereignty and are a crucial tool
to comply with different legal requirements under EU law;

 Instrumental to comply with AlA quality requirements, including:
* Practices on data collection and the original purpose of personal data

collection (Article 10(2)(a));
 Compliance with the conditions for the exceptional processing of

special categories of personal data for bias detection and correction
(Article 10(5)).

* Beyond the AIA, instrumental to comply with the GDPR when personal
data Is processed and to protect trade secrets.

KU LEUVEN | [GiliP
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Trust in data spaces

« As a framework aimed at ensuring trust among participants, data spaces
are perfectly suited to create a trustworthy environment for data collection;

* Participation management and trusted data sharing facilitates data
collection and usage for trustworthy Al;

« This Is a precondition that ultimately fosters proper data governance and
fulfillment of data quality requirements in the AlA.

KU LEUVEN | [GiliP
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Data spaces as enablers of data (commercial)
value creation

Data spaces offer data, services and offerings descriptions, essential to inform decision-making
by data recipients;

Data spaces enable publication and discovery of offerings in data spaces;

Value-added services can be provided in data spaces, generating value to participants on top of
data transactions;

Enablers of data value creation can facilitate data governance and, indirectly, compliance with the
AlA, in multiple respects:

 Facilitation of data collection;

« Acquisition of representative and comprehensive datasets;

« Avoidance of errors and biases by assisting informed decision-making for data recipients.

KU LEUVEN | [GiliP
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Insights from UPCAST

The UPCAST project provides the technical tools for data-sharing ecosystems
enabling Al development in line with AlA and the GDPR:

Data usage policies;

» Trusted participants and traceability;
 Interoperability;

« Al self-assessment tool;

« Contract negotiation, dynamic valuation and pricing of data, dataset and
recourse discovery: facilitation of data marketplaces and enabling data value
creation
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KU Leuven Centre for IT & IP Law (CIiTiP) - imec
Sint-Michielsstraat 6, box 3443
BE-3000 Leuven, Belgium

http://www.law.kuleuven.be/citip
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Experimentation and
innovation spaces. The key
for accelerating value of data
spaces

Daniel Saez, ITI
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ACCELERATING THE ADOPTION OF

INNOVATIVEDATA & Al TECHNOLOGIES

BY THEECONOMY AND SOCIETY

The largest Technology Centre in
Europe focused on Data & Al

Key player in eDIH, Al Network of
excellence & Data Spaces

6+M€ investment yearly in Data & Al

| - @ WISEPHERE technology
\ stack
AR BDV 250+ companies formally linked
500+ companies in our ecosystem
/m foiatingw i g ’
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DATAMITE helps EU companies to better
govern and monetize data by delivering a
modular open-source framework in the form
of software modules, training and business
materials for European companies.

Internal level: quality management, FAIR principles, and
technical and business aspects

15
T

External level: control of their data, new sources of revenue and
interaction with other stakeholders.
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DATAMITE enables DIHs sandboxing, becoming
a potential instructor on their onboarding of SMEs
and low-tech SMEs into the data economy.



I-Spaces: Trusted environments to experiment
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Data Operations for Value Creation
Harri Ketamo, Headai
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